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NOTE: This INFOGRAM will be distributed weekly to provide members of the Emergency Services Sector with information
concerning the protection of their critical infrastructures. For further information, contact the Emergency Management and
Response- Information Sharing and Analysis Center (EMR-ISAC) at (301) 447-1325 or by e-mail at emr-isac@dhs.gov.

Planning for Infrastructure Interdependencies

Catastrophic events in the United States often create cascading disruptions in essential services that
support life, health, safety, security, economic stability, and public morale, according to a recent strategic
assessment by the National Infrastructure Advisory Council (NIAC). Because of the cross-sector
interdependencies among America’s critical infrastructures as demonstrated in past disasters, the NIAC
recommends more attention be given to the importance of these interdependencies in ensuring protected
and/or resilient infrastructures.

Having studied the relationship between the Emergency Services Sector (ESS) and other sectors (e.g.,
water, communications, transportation, electrical, and fuel), the Emergency Management and
Response—Information Sharing and Analysis Center (EMR-ISAC) acknowledges the findings of the
NIAC, and the necessity to identify and comprehend the critical infrastructure linkages essential to the
survivability and continuity of emergency response operations.

Recognizing how infrastructure sectors are entwined, local sector leaders (including those of the ESS)
can mitigate future cascading disruptions and the potential curtailment of vital services by actively
participating in planning meetings with municipal governing authorities. The possible degradation of any
one or more community infrastructure sectors resulting from a disaster could be alleviated by emergency
plans that synergize and exercise the strengths and weaknesses within each sector infrastructure.

The following questions are examples (not inclusive) for emergency planners when considering how to
compensate for infrastructure interdependencies and shortfalls:

What has been planned and tested for wide-spread electrical outages?

What has been planned and tested for when public and private water systems stop working?

What has been planned and tested for when communication nodes cease operating?

What has been planned and tested for when key roads, highways, and bridges become impassable?
What has been planned and tested for when gasoline and diesel sources and supplies disappear?

See the following link to review the NIAC Strategic Assessment Study:
http://www.dhs.gov/xlibrary/assets/niac/niac_critical infrastructure partnership strategic _assessment.pdf

CBR Vulnerability Assessment Software

The U.S. Department of Energy Lawrence Berkeley National Laboratory (LBNL) offers resources for the
Emergency Services Sector (ESS), including one of interest to emergency managers and personnel
tasked to reduce the likelihood of chemical, biological, and radiological (CBR) attacks against buildings
and mitigate the severity of such attacks against their occupants.

The information emergency personnel and building managers need to determine key vulnerabilities and
implement mitigation strategies for buildings often is targeted to technical consultants and design
professionals. To assist the ESS and building operators, LBNL developed the Building Vulnerability
Assessment and Mitigation Program (BVAMP), a free software tool to improve emergency preparedness,
plan shelter-in-place responses, restrict access to building systems and information, and develop building
system control protocols for use during a deliberate CBR release.
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The BVAMP tool is a series of yes/no questions about four aspects of a building’s vulnerability—
emergency response plan, building access, heating, ventilating, and air conditioning (HVAC) systems,
and HVAC controls—appropriate for small- to medium-sized releases such as those that would be
expected from a terrorist attack. After the questions in each section are answered, BVAMP assembles an
advice report. Included with the BVAMP tool are a building vulnerability assessment walk-through
guestionnaire and a list of the questions used in the tool itself.

After experimenting with the BVAMP tool, the Emergency Management and Response—Information
Sharing and Analysis Center (EMR-ISAC) found it simple to use, and the assessment walk-through and
guestions helpful beyond their intended use. Responders might find them generally helpful for gathering
awareness information related to building emergency response procedures, security, access, system
locations, and occupants.

To examine the BVAMP tool, go to_http://securebuildings.lbl.gov/BVAMP.html and select “Building” under
Vulnerability Assessment. BVAMP runs on Java Virtual Machine which can be downloaded at no charge

from java.sun.com.

Volunteer Health/Wellness Guide

The National Volunteer Fire Council (NVFC), in partnership with the U.S. Fire Administration (USFA),
released the 2008 edition of the “Health and Wellness Guide for the Volunteer Fire and Emergency
Services.” The Guide aims to help volunteer fire departments that face member time constraints and tight
departmental budgets develop and implement health and wellness programs to increase survival and
protect personnel, the foremost Emergency Services Sector (ESS) asset.

According to the NVFC Guide, the leading cause of all line-of-duty deaths for firefighters is heart attack,
and the most common cause of injury is overexertion and strain. Nearly half of firefighter fatalities in 2007
were volunteers and 50 percent of the fatalities were caused by heart attacks. The Guide further
indicates that the prevalence of cardiovascular illness and deaths and work-inhibiting strains and sprains
among firefighters illustrates the need for a comprehensive health and wellness program in every
department. However, department leaders often struggle to implement a program for reasons that
include resistance or lack of motivation from members, the lack of well-defined requirements, and the cost
of programs.

The current edition presents an overview of health concerns for volunteer firefighters and lays out
guidance for developing and implementing a health and wellness program. It also highlights several
existing health and wellness programs and how they have maintained their success over time. Originally
released in 1992, and updated several times since then, the 2008 version includes new information and
resources to help departments ensure the health and well-being of their members. To download the
Guide, go to http://www.nvfc.org/files/documents/HealthWellness guide.pdf.

The Emergency Management and Response—Information Sharing and Analysis Center (EMR-ISAC)
reminds volunteer fire department leaders that the USFA’s Assistance to Firefighters Grant (AFG)
Program is among the options to reduce or eliminate the costs of health and wellness programs. Other
funding sources are described in “Funding Alternatives for Fire and Emergency Services,” at
http://www.usfa.dhs.gov/downloads/pdf/publications/fa-141.pdf.

2009 DHS Grant Programs

In Fiscal Year (FY) 2009, the Department of Homeland Security (DHS) will award more than $3 billion (an
increase of $24 million from FY08) in grants to states, urban areas, and transportation authorities under
14 programs to bolster national preparedness capabilities and protect critical infrastructure. The funding
includes more than $1.7 billion for the Homeland Security Grant Program (HSGP):

e State Homeland Security Program (SHSP) — strengthen/build preparedness capabilities.
e Urban Areas Security Initiative (UASI) — high-threat/high-density regional preparedness.
e Metropolitan Medical Response System (MMRS) — regional mass casualty response/preparedness.
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Citizen Corps Program (CCP) — engage citizens in preparedness, response, and recovery.

State Homeland Security Program Tribal (SHSP Tribal) — implement security plans/build response.
Nonprofit Security Grant Program (NSGP) — target-hardening activities.

Operation Stonegarden Grant Program (OPSG) — law enforcement and border security operations.

The Emergency Management and Response—Information Sharing and Analysis Center (EMR-ISAC)
notes that priorities for FY 2009 HSGP funds include measuring progress against the National
Preparedness Guidelines, strengthening preparedness planning, training and exercises, and
strengthening preventive radiological/nuclear detection capabilities, and deterrence, prevention,
protection, and response capabilities with respect to improvised explosive devices. Applications are due
by 20 March 2009.

Application deadlines differ for infrastructure protection programs, such as port security, buffer zone,
trucking, and transit, the Emergency Management Performance Grants, Interoperable Emergency
Communications Grant Program, and Regional Catastrophic Preparedness Grant Program, and are
noted in the grant guidance information available at http://www.fema.gov/grants.

FAIR USE NOTICE

This INFOGRAM may contain copyrighted material that was not specifically authorized by the copyright
owner. EMR-ISAC personnel believe this constitutes “fair use” of copyrighted material as provided for in
section 107 of the U.S. Copyright Law. If you wish to use copyrighted material contained within this
document for your own purposes that go beyond “fair use,” you must obtain permission from the copyright
owner.

REPORTING NOTICE

The National Infrastructure Coordinating Center (NICC) within the Department of Homeland Security
(DHS) Office of Infrastructure Protection is the central point for notifications regarding infrastructure
threats, disruptions, intrusions, and suspicious activities. Emergency Services Sector personnel are
requested to report any incidents or attacks involving their infrastructures using at least the first and
second points of contact seen below:
1) NICC - Voice: 202-282-9201, Fax: 703-487-3570, E-Mail: nicc@dhs.gov
2) Your local FBI office - Web: http://www.fbi.gov/contact/fo/fo.htm
3) EMR-ISAC - Voice: 301-447-1325, E-Mail: emr-isac@dhs.gov, fax: 301-447- 1034,

Web: www.usfa.dhs.gov/subjects/emr-isac, Mail: J-247, 16825 South Seton Avenue,

Emmitsburg, MD 21727
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